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Cyber Safety,
a Click Away
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Abstract

The movement to digital connectivity, accelerated by the pandemic and driven by faster innovation has brought with
itself very visible risks under the name of cybercrime. While no individual or organization can be completely shielded
from cyberattacks, preventive measures can be taken to avoid, mitigate loss and recover faster from such attacks.

Thus presenting insurers an opportunity to not just insure but offer prevention and protection to its customers from
cybercrime and become the insurer of choice.

Tech Mahindra’'s Guidewire integrated Surance.io solution allows insurers to quickly launch and easily sell personal
cyberinsurance productstotheirend customers.

Introduction

Cybercrime—Anincreasing threat:

@ According to Cybersecurity Ventures, global cybercrime costs are expected to grow by 15 percent peryear
overthe next five years, reaching$10.5 trillion USD annually by 2025.

@ Frequency of ransomware attacks (on consumer or business) are expected to occur every 2 seconds by 2031."

@ Higher prices have coincided withincreased demand and higher insurer costs from more frequent and severe
cyberattacks. Ina survey of insurance brokers, more than half of respondents’ clients saw prices goup 10-30
percentinlate 2020.2

@ Users come across attacks on their network, connected devices, smartphones, laptops, personal data,
social media accounts, emailaccounts, bank accounts, onlinetransactions.

@ Advanced forms of attackslike Phishing/ smishing/ vishing, social account take over,
ransom — data encryption, extorsion— private media, SIM swap, devicetakeover/
loT attacks, “Spy on you”, virus and malwares are making people vulnerable.

With cyber threats getting more advanced to stay ahead of
developmentsin security technology, cyberinsurance has
gone from being difficult to sell to becoming difficult to
offer. This has created a huge void, rather an untapped
opportunity, forinsurersto capture markets and retain
customers through a value-added offering.


https://cybersecurityventures.com/cybersecurity-almanac-2022/
https://www.gao.gov/products/gao-21-477

Our Solution

$ surance.io

Surance.io*is a fullydigital, white-labeledcyber insurance tool for on-boarding, risk

discovery, riskreduction, incident response, and claims. It is ais a single point of contact
for cyber security andwarranty which helps usersto prevent ongoing attack, block the

attacks,andrecoverpostthe attack.

We enable our customersto access and implement personal cyber protection in one click..

A comprehensive cloud solution frompolicy issue to claims for personal cyber insurance

| A Guidewire integrated Al based solutionfor insurance carriers to quickly launch personal cyberinsurance products.
With our easy-to-use plug-in, carriers canissue and track the usage of Surance cyberapp, which provides 24*7
I cyber protectionto customersthroughAlerts, and guides usersto protect themselves from any potential risk.

andincident responseprocess..

Solution can be packaged as:

Inthe event of a cyberincident, Surance provides end-to-end customer service and claims support to recover lost
data and repair or replace damaged devices. Updates are automatically sent to Guidewire throughout the claims

i Value Add-Part of a carrier'shomeowners(content) policy or

. Cross Sell-Sold as an add-on to any personal lines of business or
i New Line of Business -Sold as a standalone product
Benefits

Advantages for the Carrier:
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Differentiation points on new or
renewal of insurance policies

Increased Renewals

Revenues — derived from sales

Increased customer satisfaction

Surance.io takesthe responsibility of all
the cyberrelated claims and service

Peace of Mind to customers which
inturn leads to wide acceptance of
the carrier's product

Surance.io provides advanced, easyto
implement, Loss Control measures for
your consumer cyber coverage.

Advantages to the Customers:
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Secure devices and prevention against attackon
the smart phone, laptop and connected devices

Secure the WiFi, home internet and cellular
communication

Secure ortline transactions

Secure social media accounts

Anti-phishing tools and email account
monitoring

Monitor public records databases on dark web to
make sure you and your digital assets stay protected

Authorized tech support to fix devices, networks,
restore data, and restore social identity

*Surance.io is a third party insuretech platform. Tech Mahindra provides surance.io integration with Guideiwire



User Journey —Buy Personal Cyber Protection

Quote - User creates new submission, quote
transaction and navigates to payment screen

Send-Guidewire triggers a call to Surance.io and
receive an acknowledgement

() Welcome-Surance will triggeran SMS/ Email to
customers with a link to download the cyber app

yd Install-Userdownloads the cyberapp. Surance
systemsendsback a feedto Guidewire
application

- Use-Surance system scans and monitors the
user'sdevicesforany threats

Avail Cyber Protect-System displaysthe
checkboxto choose “Personal Cyber Insurance”

Selectand Submit-Selecting the cyberinsurance will
add a certain amount of premium to existing policy

Issue Policy -UserIssuethe policy with
cyberinsurance

Guidewire Initiate submission, select coverage, surance.io Calls between Guidewire and Surance.io,
make payment communicate with customers, monitor
devices forthreats

User Journey — Incident

Report Incident-Customer opens incident: chat, Expert-Tier 2 cyberexpert

phone, app ] Restore/ replace-Restoration services: devices,
Support -Surance connectsto app users/ non- networks, data, accounts; on need basis replace
app users

device by providing voucher
Collect-Collect appropriate data [automatic/bot] 74 IncidentReport - Triggers feedback to
Triage -Tier 1 expert analyzes the data received Guidewire PolicyCenter with event updates

andtry to resolve the issue

Incident Reporting to Claim Resolution @ surance.io: Update Guidewiresystems

Validate, data collection, stop attack, restore/replaceservices.

The NXT.NOW™ Advantage

] Suranceis a proprietary cloud-based platform which offers personal cyber resiliencetoits end-users.

Tech Mahindrais the only Guidewire PartnerConnect Advantage Consulting Partner to of fer Surance
integration with Guidewire InsuranceSuite.

The integrationallowsthe insurerto focus on its core business of managingthe risk while leaving the process
of cyberrisk assessment, threat prevention and protection to the application.
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