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The COVID-19 pandemic has forced Organizations to quickly enable their employees to work
remotely for an extensive period of time. Having people work remotely changes many things. This
sudden spike in Work From Home scenario has exposed enterprises to serious security risks that
security teams across the world are grappling with. Cybersecurity has been the most vulnerable
area for all Organizations in the current situation as it encompasses everything that pertains to
protecting our sensitive data, personally identifiable information (PIl), protected health information
(PHI), personal information, intellectual property, data, governmental and industry information
systems from theft and damage attempted.

Hence cyber defense mechanism is most essential for all organizations for Protection of enterprise mission critical
application environment

The most common risks for companies when it comes to remote workers are the following:
¢ Inadequate threat monitoring to address the heightened scale of incidents

e Continuum of attack surface expanded to WFH — Remote Workers

¢ New users and partially compliant end points leading to risk exposure

e Complex & dynamically changing IT and IT GRC controls

How do we address this?

Tech Mahindra’s Al BASED CYBER DEFENSE PLATFORM SOLUTION is a fast & remotely deployable, cost-effective
and have cloaking capability against attacks and help Organizations to stay ahead of the curve.

This solution can help in

+ Al Based Automated threat detection and response resulting in minimum human intervention
» Addressing shortage of SOC Analysts during COVID crisis by leveraging Atrtificial Intelligence
* Cloud Based AI-SOC Integration for Remote Security Incident Monitoring & Response

+ Integrated and Continuous End-Point Threat Detection & Response
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Business Benefits

* Cloud-based & Light-weight solution

* OPEX based Model and No upfront CAPEX or investment commitment.

» Push deployable within 4-7 days

+ Scalable and flexible to handle surge in user volume

+ Leverages existing setup

* Proven Al Cyber Defence Platform

« Cost-effective @ $xx/EPS/month or $xx/GB/Month or $xx/User/Month

+ Compliant with US-CERT released advisories

» Plug and Play, Easy to Deploy 200+ Use Cases (Developed by Tech Mahindra)

https://www/us-cert.gov/ncas/alerts

Why should you engage with us?

With 18+ years of experience in Cyber Security Services, 1200+ dedicated security professionals and 170+ large
Enterprise clients, Tech Mahindra is in a strong position to help organizations in Security Consulting, Data Security/
GDPR services, Identity & Access Management, Cloud Security, 10T /OT Security, Advance threat management,
Application Security.

Tech Mahindra has pioneered in some of the innovation in Cyber Security domain like Deep Dark Web Services, Threat
Hunting, Zero Day Attack Mitigation and Al- Micro Segmentation

Tech Mahindra has been awarded as the most Innovative Cyber security Company in the Cyber Security Excellence
awards, 2019

Tech Mahindra is recognised as leaders by leading analysts like Forrester and Avasant.

About Tech Mahindra

Tech Mahindra represents the connected world, offering innovative and customer-centric information technology experiences, enabling Enterprises, Associates
and the Society to Rise™. We are a USD 5.2 billion company with 125,200+ professionals across 90 countries, helping 973 global customers including Fortune
500 companies. Our convergent, digital, design experiences, innovation platforms and reusable assets connect across a number of technologies to deliver
tangible business value and experiences to our stakeholders. Tech Mahindra is the highest ranked Non-U.S. company in the Forbes Global Digital 100 list
(2018) and in the Forbes Fab 50 companies in Asia (2018).

We are part of the USD 21 billion Mahindra Group that employs more than 200,000 people in over 100 countries. The Group operates in the key industries that
drive economic growth, enjoying a leadership position in tractors, utility vehicles, after-market, information technology and vacation ownership.

www.techmahindra.com
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